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BiGuard S10 SSL VPN Security Gateway

Transport Extender

What is Transport Extender Technology?

Billion BiGuard SSL Transport Extender is a transparent application for Windows users to connect
to designated services through a SSL VPN connection. Transport Extender technology allows
remote users to securely connect to the corporate network to access services as configured by IT
administrators. The remote user does not have to change any specific settings in the web portal to
make the service work.

When a user remotely accesses their MS Outlook email, for instance, the Transport Extender
technology will transport the email service through the SSL VPN tunnel to the email server in the
corporate network, as configured by the IT administrator. Since the remote user does not have to
modify any settings in the web portal, the remote user will feel as if they are using MS Outlook in
the office.
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Another application that makes the BiGuard SSL VPN appliances ideal for any organization is the
Transport Extender technology (non-Web). By using Transport Extender, an organization can
allow remote access to designated services and applications, and the specified network

applications are only accessible to designated users.
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How to configure Transport Extender?

Step 1. Create the account with Transport Extender Service enabled
Edit Account Firewalf

Y .-

General Setting .

Mame William

Group BiGuard

Passwaord |".".. |

Retype Password |".u.. |

Inactivity Timeout |5 |Minutes
Service

Metwark Places () Enable O Disable

Metwark Extender Service () Enable O Disable

Transport Extender Serice Dizable

Yyeh Cache Cleaner (&) Enable O Disable

Metwork Extender [P Assignment @ Dynamic Assign O Fix |P| 92 168.1.240 |

Greeting String (% Default ) Custam | elcome to SSLYWPN S |

Application Proxy

Applications This group has no application now.

When configuring a user account, you have to enable the Transport Extender service
for the user.

Step 2. Set up Transport Extender Application

Status Transport Extender
Quick Start Add an Application to be Tunneled by Transport Extender
Configuration
= . Local Server IP Address Sl reseR 7
SSL VPN @) Fixed IP Address | 192.168.1.254 |
User Access All TCP Port
e e ——] TCP Port Number * ors r T
Netwark Extender @ Fixed TCP Port | 110 ~1o |
Transport Extender
Application

Host Name Resolution
S3L Certificate
SSL VPN Paortal
Logs & E-mail Alert

Save Config to FLASH

After the user account is created with the Transport Extender service enabled, the next step,
is to set up the designated service port and the server’s IP address. In Local Server IP
Address, you have to choose to redirect all IP addresses or only the specified IP addresses
to the office network through the secure SSL VPN connection.
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In TCP Port Number, you have to choose to redirect all the TCP port numbers or the
designated service port numbers of the specified IP addresses to the office network

through the secure SSL VPN connection.

Step 3. Set up Transport Extender Host Name Resolution
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Status Transport Extender
Quick Start

Configuration Local Server IP Address
SSL VPN

User Access

Full Qualified Domain Name

Network Extender

Transport Extender

Application

Host Name Resolution
SSL Certificate
SSL VPN Portal
Logs & E-mail Alert
Save Config to FLASH

Add an Host Name Resolution to Transport Extender

192.168.1.253

[mailsewer{hillinn.cam ]

In the Transport Extender, you can set up the domain name for an IP address. This will allow
you to access the server’s IP address by typing the domain name. In Local Server IP
Address, please enter the IP address for this domain name. In Full Qualified Domain Name,

please enter the domain name for this IP address.

Supported Browsers/OS Platforms

Supported browsers on Windows platform

Browsers Version suggested Supported
Internet Explorer >=6.0 Yes
Firefox >=1.0 Future Release
Netscape >=7.0 Future Release
Mozilla >=1.7.12 Future Release
Opera >=8.54 Future Release

Transport Extender is supported by I.E. 6.0 or above under Windows and will be supported

by Firefox, Netscape, Mozilla, and Opera under Windows in the near future.
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Deploying Network Extender

B Windows Prerequisites

The Windows system must meet the following prerequisites in order to install Transpo
Extender:

1. Windows XP Professional or XP Home, Windows 2000 Professional, Windows 2000
Server or Windows 2003 Server.

. Internet Explorer 6.0 or above.

. The user must be logged onto the PC with administrative privileges.

. Downloading and running scripted ActiveX must be enabled on |.E.

a b W N

. We recommend you install the certificate from a trusted root Certificate Authority in the
device configuration. This will prevent the security warning message when the user
connects to the device from the remote computer.

6. By default, the system uses a self-signed SSL certificates for HTTPS authentication. When

the user connects to the device, Windows will display warning messages to indicate that

the connected web site is not a trusted site. To prevent the warning messages in the future,
you can import the self-signed Certificate by clicking Import Certificate in the View

Certificate page.

B Internet Explorer Prerequisites

To reduce the number of security warnings, we recommend that you add the URL or domain
name of the BiGuard SSL VPN WAN port to Internet Explorer’s trusted sites. To add a site to
Internet Explorer’s trusted sites, please perform the following steps:

1. In Internet Explorer, go to Tools — Internet Options.
2. Click on the Security tab.

3. Click on the Trusted Sites icon and click on the Sites.
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Internet Options w

| General | Securty | Privacy || Contert | Connections || Programs || Aduanced|

Select 8 Web content zone to specify its secunty settings.

® & 0o

Intemet Local intranet i Restricted
sites

Trusted sites

Thiz zane containg Web sites that you

trust not to damage your computer or
data.

Security level for this zone

Custom
Custom settings.
- To change the settings, click Custom Level.
- To use the recommended settings, click Default Level.

[ Custom Level... ] [ Default Level ]

! 0K ][ Cancel ] Apply

4. The Trusted sites dialog box opens.
Trusted sites L?_]m

You can add and remove Web sites from this zone. All Web sites
in this zone will use the zone's security settings.

Add this Web site to the zone:

Eht‘h:us:,f';"l:uilliu:un.cu:um|
Web sites:

https: ffbiguard3SLYPM.com Remave

[*] Require server verification (https:) for all sites in this zone

[ OK ] ’ Cancel

5. Enter the URL or domain name of your SSL VPN’s WAN port in the Add this Web site to

the zone field and click Add.
6. Click OK in the Trusted Sites and Internet Options dialog boxes.
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Using the Remote SSL VPN Portal

BiGuard S10 - SSL VPN Security Gateway M

Byvelcome to SSL VPN Security Gateway, username.

e
Due to inactivity, your connection will timeout in 5 minutes. 8

o -
' Network Extender %ransport Extender %= Network Place
Click the Network Extender icon to connect to Click the Transport Extender icon to use the Click the Network Place icon to use the
the remote network. Keep your browser apen to service. It creates an encrypted tunnel to the service. Itis similar in style to Microsoft's familiar
maintain the connection. If you reload your corporate network, and you can access pre- Network Meighborhood. It allows users to
browser, Network Extender will disconnect and defined applications as if vou were on the browse network shares, rename, delete, retrieve,
reconnect corporate network, and upload files.

There is no Application Proxy for use now.

Caopyright @ Billien Electric Co., Ltd. All rights resenved.

Step 1: Click Transport Extender

??’rransport Extender

Click the Transport Extender icon to use the
service. It creates an encrypted tunnel to the
corporate network, and you can access pre-
defined applications as if you were on the
corporate network.

To use Transport Extender, you have to connect to the web portal first by connecting to the
device by entering https://wanipaddress, where wanipaddress is the WAN IP address of the
BiGuard SSL VPN appliance. After you have successfully connected to the device and
successfully logged onto the device, the web portal screen will appear. Please click

Transport Extender in order to connect to the office network. The following steps need to
be completed.
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Step 2: Click Install ActiveX control : iy
A drop-down message appears at the top of your browser, prompting you to install an |

ActiveX Control

BiGuard 510 - 551 VPN Securily Gateway

S

Bimtebconse o 551 VPN Secuniby Gabewiy, usennal .

D1 80 InacTity, o < autsrction will tanooan i 5 miseres. SLL-000

. Network Extender % Transport Extender B potwork Place

Chick et Rabiaon b Esbanrdan doem 1o comect bo
i peEnwste networ k. Keen your brows er open o
AN Fd COnRBCRSA F iU didad pois
birowvs ar, Helwark Exemsar will disconn el @nd
[

Click B Tnanspan] Exliniden oo s use B
servica, BEreates a0 encrypled bnnel o the
SOOI AWK, ANd Wi EA0 SECEEE pre
dafined applizalans a6 i you weaa on the
ORI FrtAO TR

Chek: vt Rt b Mace icon o wis T
service, B I similar in styie b Moo soffs familar
Hirhanti K HAIGHOAMS5E 30 Ged 18 i
browse niedwork shaees, aname, salele, ranes,
and upinad i

Applicariso Kane st Addeans Tardos

Tham = no Applicabon Froey for use noar

d L L i

Step 3: Click Install when the security message appears

o

Internet Explorer - Security Warning E

Do you want to install this software?

Mame: MenloLSP.cab

Publisher: Billion Electric Co., Ltd.

E]Mgre options Install ] [ Don't Install J

@ While files from the Internet can be useful, this file type can potentially harm
your computer. Only install software from publishers you trust. What's the risk?
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Install Complete

% Transport Extender

Transport Extender

General ]En'gr ]

Session Information

Software: Transport Extender version 1.4.1
Started: 2006/5/13 18:43:13

Active Connections: 0
Sent: 0
Received: 0

Status: Activated

Pending Connections:

Application J Address

< ] (&

¥ Enable Logging ™ Uninstal

Click the Error tab to view a list of session errors.
Check Enable Logging to allow the system to log all activity for the session.

Click View Log to view the session log.

DN N NN

Check Uninstall if you want to uninstall the driver upon disconnecting. If this is left
un-checked, the ActiveX Control will not to be installed when you log on again. If the box
is checked, the ActiveX Control will uninstall when you log off to prevent unauthorized
access, for example, if a public domain terminal was used to access Transport
Extender.

v" Click Disconnect to disconnect the Transport Extender.

v Click Close to close the Transport Extender screen. Transport Extender will remain

active and indicated in the status bar.
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View Transport Extender Status Router @
To view the Transport Extender screen again, or disconnect the Transport Extender, right-clic — g
the Transport Extender icon and select an option from the menu. Firewall

& Y

»» Logoul

BiGuard $10 - SSL VPN Security Gateway w

B Walcome to S5L VPN Sacurity Gateway, admin

Due 10 nacthily, your connecion will meodt in 4 minutes. m

o AT
. Network Extender Y Tranaport Extender ‘!:_ Network Place
Click the Network Extender icon to connect to Click the Transport Extender kcon to use the Chick the Network Place icon to use the
hid Femole Rehworie. Kadp your Browsel open 1o SENACE. B creabes an encrypled unndl 1o he SOrACE. R iS Sirmilar in %18 1o Merasofrs amiliar
maintain the connectian. If you reload your corporate network, and you can S0Cess pre- Network MNeighborhaod. It allows users to
Browser, Network Exdender will disconned and defined applications as if you were on he browse network shares, renama, delele. reliave,
reconnec COMpOTate networn and upload fies

Thare i no Application Proxy fof use now

Copyright S Bllon Eleciric Co., LA AN Aghts resandad

—— |
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© Billion Electric Co., Ltd. All rights reserved.

BiGuard user registration: www.biguard.com

Technical Support: biguardsupport@billion.com

Email: sales@billion.com marketing@billion.com

www.billion.com
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