BILLION

Technical Note

BiGuard S10 SSL VPN Security Gateway
Digital Certificate

Introduction

BiGuard SSL (Secure Socket Layer) VPN (Virtual Private Network) features a pre-installed
self-signed X.509 certificate, which provides the same function as a certificate proved by a
well-known Certificate Authority. This self-signed certificate will not be a trusted certificate
acknowledged by users’ computers. If users do not import the certificate to their computers,
when attempting to connect to BiGuard SSL VPN appliances, an Untrusted root CA certificate
warning will be displayed until the self-signed certificate is installed in the computer. Therefore,
in order to activate SSL VPN applications, it is suggested to import the self-signed certificate that
BiGuard SSL VPN appliances provide.

Simply clicking Install Certificate in View Certificate will perform the import process for the
self-signed X.509 certificate, which will install the certificate onto the computer.

Drawbacks of Pre-Installed Self-signed X.509 Certificates

Generally, users tend to click No or Cancel when receiving security pop-up warning messages
and this will create support hassles for both administrators and users. Billion recommends that
the administrator applies for a company certificate from a well-known CA like Verisign.

In the next section, we will demonstrate how to install a certificate from a well-known CA to
BiGuard SSL VPN appliances.

Install a Self-owned Certificate
This session describes how to enable, import, and apply SSL certificates. Please follow the
instructions to import an SSL certificate.

Import a certificate

Step 1: Click SSL Certificate in SSL VPN to view the following screen.
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SSL Certificate
Current Certificates
Enable Description Status Expiration Password
O] mda\WithRSAEncryption Active May 20 11:27:09 2006 GMT
[Apply] [ Import Certificate ] [ Generate CSR ]

You will see the default self-signed SSL certificate in the device.

Step 2: Click Generate CSR. You are prompted to fill out a CSR (Certificate Signing
Request) form.

SSL Certificate
Generate Certificate Signing Request (CSR)
MName MName
Organization Org
Unit/Department Unit
City/Locality City
State (Full Name) State
Country T
FQDMN (Domain Mame) www.bgs. com
Email mail@hbgs.com
Password sennn
MNew Key Pair Length
W Cancel

Step 3: Click Apply. The browser prompts you to download the zipped CSR file, which
includes your private key (server.key) and CSR (csr) files.

5

File Download

Do you want to open or save this file?

& Name: csr.zip
Type: WinRAR ZIP archive

From: 192.168.1.254

Cpen ] [ Save ] | Cancel |

ham your computer. f you do nat trust the source, do not open or

@ While files from the Intemet can be useful, some files can potentialhy
save this file. What 's the risk?
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Step 4: Click Save. You are prompted for a download location. Save the file to your
computer and extract the files to a folder.
Ffrowmi__ -

Step 5: Next you can sign the certificate (for example from Verisign — www.verisign.com

US Home Vioridwide Stes Site Map

........................................................................................... o Search

Solutions Support About VeriSign Existing Customers

Buy & Renew Now

VeriSign innovators at work. | guy! ¢e; carut

VeriSign innovators are hard at work, BUY |
transforming the way people work, BUY Payments

play. and live. TRY  Frea S5L Trial
RENEW How

INTELLIGENT INFRASTRUCTURE ES——————
Informatien Services Communicatiol ¥ Security Services

enable relevant, real-time enable the delivery of ri protect online interactions and
information for network, seamless communications, manage reputational, operational,
enterprise, and supply-chain commerce, and content and compliance nisks.
interactions. interactions Leamn more =>

Leam more == Leam more >>

Learn morg >>

sy e Resources For VeriSign Secured Seal
* VenSign Repors Second Quarder « Secur2 Your Web Servers with * Carriers Program »=
2006 Results the Stronaest SSL Encryption + Enterprissa [T
* VeriSign to Secure Wiklax = |dentity Protection Semvice — » Merchanis f &
Metworks Assessments & Solutions « Supply Chain Om
* VeriSign and Oracle to Deliver = Secure YourWeh Site Today * Pafners :
Mabile Alerts Free S5L Certificate Trial ID + Public Sactor ey
= Jamster « Registrars ABOUT SSL CERTIFICATES

inc. All rights reserved

Step 6: Follow the instructions from the web. You will be prompted to enter your CSR.

Step 7: Open your CSR with a plain text editor such as Windows Notepad.

Ei serwencsr-Nkﬁepad L=JU;uiﬁ‘

File Edit Format Yew Help

————— BEGIN CERTIFICATE REQUEST-----MIIBOZCCATWCAQAWGZIXCZAD BgNVBA‘r"I'A-|
RMMREWDWYDVQQIEWhTAGTURG] ThjEPMADGALUEBXMGVGF pCGYPMRAWDGYDVOQKEWAC awx
5 aWIUMQwwWC gYDVQOLEWNGQUUXGTAXBGNVEAMTEGL mewNzESLmlﬁbmuubnuxJDAing
hkﬁGngBCQEWFthdGT1bnqx0T92QG TYWISLMNVDTCENZANBgkghk i G9w0BAQEF AADE ]
QAWgYKCQYEALNM/ /+5Y4050L 2ThJDFECLBWPP40LNLLY2EUDFghBKCMXRAMNS 1w+ /ReP T3
k+zZHraFjIGRttrastijapabwH]Am+mORCOLABT+RKIM58ZQ0vASgPSwWey]STnaTNgackp

7Z+ET31TdteD95vavxzzPhPzcBE77UNRY/CAFQL N,/ ySMCAWE AARAAMADGC SQGSTh IDQER
BAUAALGBACTS7CP7163UFy20f TL50hk7Zcog4 xw2++5rhyebohjvRes1k2IvZ IUXjwzbP
O5GTIHGIGLAMIPBNIZFT]S1CMptx,/D1 EQmMNFOTThh3I4UH3ITWyT /QWRZVIVOSVksaZz&8uU
bCa2MRec+2BsUevdvclUeighhedkwx8shDzwD,/ TwWYLZ ----- END CERTIFICATE REQUES

‘i] 1l ] [il

Ln 12, Col 1

Warning! Do not use WordPad or Microsoft Word.
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Step 8: Copy the CSR text and paste it in the appropriate field on the certificate provider’s
web-site and finish following the certificate provider’s instructions for getting a certificate

The certificate provider will send you the certificate by email.

Step 9: Copy the certificate text and paste into a text editor. Save the file as “server.crt”.

Step 10: Zip the files server.crt and server.key into a file with .zip extension (for example,

“server.zip”)

Step 11: In the SSL Certificate screen, click Import Certificate. The following screen

appears.
SSL Certificate
Import Digital Certificate
Certificate File

Upload a zip file containing "server key" and "server crt” files.

[ Lpload ] [ Cancel ]

Step 12: Click Browse and go to the location of the zipped file. When the file is listed in
the Certificate File text box, click Upload.

The certificate is loaded and added to the Current Certificates list.

SSL Certificate
Current Certificates
Enable Description Status Expiration Password
sha1WithRSAEncryption Mon-Active Sep 15 23:59:59 2006 GMT ~ Input© Delete ©
(o mdaWithRSAEncryption Active May 20 11:27:09 2006 GMT
Apply | Impart Certificate | Generate CSR |

Step 13: Now you must activate the imported certificate. Click Input to enter the
password.

SSL Certificate

Input Password

Cotcate minal719.mine.nu

Description

Issuer C=US, O=VenSign, Inc., OU=Faor Test Purposes Only No assurances , CN=VenSign Trial Secure Server Test Root CA

Subject C=TW, ST=Taiwan, L=Taipei, O=hillion, {5 =¥ s A N s St s et gl Y m——
Serial

Number

Expiration

T Sep 20 23:59:59 2006 GMT

Password 12345

Apply | | Cancel
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Step 14: In the password text box, type the password that you created when generating =
the CSR. el

Firewaly

Step 15: Click Apply. The certificate is ready to be used.

Step 16: Click Enable to enable the certificate.

S8L Certificate
Current Certificates
Enable Description Status Expiration Password
0 shalWithRSAEncryption Active Sep 15 23:59-59 2006 GMT  Input @ Delete @
» md5WithRSAEncryption Active May 20 11:27:09 2006 GMT
Apply Import Certificate Generate CSR |

HHH#

© Billion Electric Co., Ltd. All rights reserved.

BiGuard user registration: www.biguard.com
Technical Support: biguardsupport@billion.com
E-mail: sales@billion.com marketing@billion.com

www.billion.com
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