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BiGuard S10 SSL VPN Security Gateway 

Authentication Domain 

troduction 
iGuard SSL (Secure Socket Layer) VPN (Virtual Private Network) appliances support different 

thentication domains to authenticate the remote user. The supported authentication domains 

clude local user database, Active Directory, LDAP, NT Domain, and RADIUS. 

he default authentication domain for BiGuard SSL VPN appliances is the local user database and 

e domain name is BiGuard. 

uthentication Domains 

 

he BiGuardS10 and BiGuardS20 support up to 128 user names in the local user database. 

he local user database authentication method is the most commonly used authentication 

ethod if there is no existing authentication domain set up in your environment yet.  

u will need to set up the same authentication domain to authenticate the user if the user 

count is already set up in an authentication domain, like Active Directory, in the company. 

y setting the authentication domain to authenticate the user, the user is able to log on to the 

SL VPN appliances only once, and will be able to log on to the related network resources of 

e domain automatically when the user accesses those resources without having to type the 

me username/password in again. 
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A uthentication Domain Settings 
Authentication 

Domain 
BiGuard SSL VPN configuration Web portal user input 

(1) Active 
Directory 

(1) Server IP 
(2) Active Directory Domain 
(Domain Name, e.g., bgs10.com.tw) 
(3) Username 

(1) Username 
(2) Password 
(3) Choose Authentication Domains 

(2) NT Domain 

(1) Server IP 
(2) NT Domain Name 
(Domain Name, e.g., testNTDomain) 
(3) Username 

(1) Username 
(2) Password 
(3) Choose Authentication Domains 

(3) Radius 
(1) Server IP 
(2) Server Password 
(3) Username 

(1) Username 
(2) Password 
(3) Choose Authentication Domains 

(4) LDAP 

(1) Server IP 
(2) LDAP BaseDN 
(BaseDN, e.g., n=users,dc=bgs10,dc=com, dc=tw) 
(3) Username 

(1) Username 
(2) Password 
(3) Choose Authentication Domains 

(5) Local DB 

(1) Username 
(2) Password 

(1) Username 
(2) Password 
(3) Choose Authentication Domains 

In the authentication domain settings list, we list the setting parameters that the administrator has 
 set up for the users and the parameters that users have to enter when accessing the web portal. to 

In the following paragraphs, we will introduce the protocol flows of each authentication domain, as 

this will help you understand more about the authentication process. 

 

Active Directory (UDP, port=88) 
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Active Directory is based on the UDP protocol and the service port number is 88. The above 

diagram displays the protocol flow of Active Directory. The user from a remote site will have 

to enter the username and the password in order to log on to remote web portal. The 

BiGuard SSL VPN appliance will then look up the username entry in the configuration. If the 

username is found, the BiGuard SSL VPN appliance will send the username, configured 

domain name, encryption method, random number, server name, and time to the Active 

Directory server in Kerberos AS-REQ format. The Active Directory server will then reply with 

a Kerberos KRB-Error message with version number, time, and preauth-required as the 

parameters. The BiGuard SSL VPN appliances will send a Kerberos AS-REQ message with 

the encrypted password and other parameters to Active Directory. The Active Directory will 

reply with a Kerberos message with a ticket to indicate the access right of the user.  

 
NT Domain (TCP, port=139) 

 
NT Domain is based on the TCP protocol and the service port number is 139. The above diagram 

displays the protocol flow of NT Domain authentication. The NT Domain authentication is based 

on SMB protocol on top of Netbios protocol.  
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LDAP (TCP, port=389) 

 
LDAP is based on the TCP protocol and the service port number is 389. The above diagram 

displays the protocol flow of LDAP.  

 

RADIUS (UDP, port=1812) 

 
RADIUS is based on the UDP protocol and the service port number is 1812. The above 

diagram displays the protocol flow of RADIUS. 

 
S et up Example  

� Active Directory 
Active Directory is only available with Windows server 2000/2003, and it can be found under Start
→Program Files→Administrative Tools→Active Directory Users and Computers. Before 
proceeding to step1, the Active Directory server has to be installed on your server. 
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Step 1: Set up a User Account on the Active Directory server: 

AD Domain Name: adtest.com   User name: test 

 
 

Step 2: Click SSL VPN → User Access → Authentication Domain. 

Setup an Authentication Domain in the BiGuard SSL VPN appliances. 
 

 
Domain Name: Input a name that will identify this Active Directory Domain.  

Authentication Type: Please select Active Directory from the drop-down menu. 

Server Address: Enter the Active Directory server IP address. 

Active Directory Domain: Enter the Active Directory Domain name. 

BiGuard S10 
 
Technical Note – Authentication Domain 



 

Three 
Solutions 
in One 

 
Step 3: Click SSL VPN → User Access → Account 

 

User Name: Enter a name that will identify this account in the Active Directory server.  

Group: Please select adtest from the drop-down menu. 

 
� NT Domain 
 
Step 1: Click SSL VPN → User Access → Authentication Domain. 

Setup an Authentication Domain in the BiGuard SSL VPN appliances. 

 

Domain Name: Enter a name that will identify this NT Domain.  

Authentication Type: Please select NT Domain from the drop-down menu. 

Server Address: Enter the NT Domain server IP address. 

NT Domain Name: Enter the NT Domain name. 
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Step 2: Click SSL VPN → User Access → Account  

 
User Name: Enter a name that will identify this account in the NT Domain server.  

Group: Please select TestNTDomain from the drop-down menu. 

 

� LDAP 
 
Step 1: Click SSL VPN → User Access → Authentication Domain. 

Setup an Authentication Domain in the BiGuard SSL VPN appliances. 

 
Domain Name: Enter a name that will identify this LDAP server.  

Authentication Type: Please select LDAP from the drop-down menu. 

Server Address: Enter the LDAP server IP address. 

LDAP BaseDN: Enter the LDAP BaseDN. (Example used is cn=users, dc=bgs10, dc=com, 

dc=tw) 
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Step 2: Click SSL VPN → User Access → Account 

 
User Name: Enter a name that will identify this account in the LDAP server.  
Group: Please select ldap from the drop-down menu. 
 

� RADIUS 
RADIUS is available with Windows server 2000/2003 and Linux. In Windows, it can be found 
under Start→Program Files→Administrative Tools→Internet Authentication Service. Before 
setting up the RADIUS client and server, the IAS server has to be installed in your server. 
 
RADIUS Server Settings 
In the RADIUS server settings, you have to set up the RADIUS client IP address and Shared 
secret. In this example, client IP address is 192.168.1.254 (BiGuard S10 IP address). 
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RADIUS Router Settings 
Step 1: Click SSL VPN → User Access → Authentication Domain. 

Setup an Authentication Domain in the BiGuard SSL VPN appliances. 

 
Domain Name: Enter a name that will identify this RADIUS server. 

Authentication Type: Please select RADIUS-CHAP /RADIUS-MSCHAP/ RADIUS-PAP 

/RADIUS-MSCHAPV2 from the drop-down menu. 

Server Address: Enter the RADIUS server IP address. 

Secret Password: Enter the RADIUS Shared Secret. 
 
NOTE: You have to enable the encryption setup in the RADIUS server in order to be compatible 

with RADIUS-CHAP server settings. 

Click Start→Program Files→Administrative Tools→Local Security Settings 

When using RADIUS-CHAP, please enable Store passwords using reversible encryption 

which can be found in Password Policy. 
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BiGuard user registration: www.biguard.com 
Technical Support: biguardsupport@billion.com 
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