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BiGuard S10 SSL VPN Security Gateway

Authentication Domain

Introduction
BiGuard SSL (Secure Socket Layer) VPN (Virtual Private Network) appliances support

BILLION

. Solutions
Technical Note in One

BiGuard

SSL vpy

different

authentication domains to authenticate the remote user. The supported authentication domains

include local user database, Active Directory, LDAP, NT Domain, and RADIUS.

The default authentication domain for BiGuard SSL VPN appliances is the local user database and

the domain name is BiGuard.

Authentication Domains
Authentication Domains — RADIUS, NT Domain, LDAP, Active Directory
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The BiGuardS10 and BiGuardS20 support up to 128 user names in the local user database.

The local user database authentication method is the most commonly used authentication

method if there is no existing authentication domain set up in your environment yet.

You will need to set up the same authentication domain to authenticate the user if the user

account is already set up in an authentication domain, like Active Directory, in the company.

By setting the authentication domain to authenticate the user, the user is able to log on to the

SSL VPN appliances only once, and will be able to log on to the related network resources of

the domain automatically when the user accesses those resources without having to type the

same username/password in again.

BiGuard S10

Technical Note — Authentication Domain



Authentication Domain Settings

BILLION

BiGuard

Three
Solutions
in One

SSL vpy

Authentication

BiGuard SSL VPN configuration

Web portal user inp/EtFirTau
* 4

Domain
(1) Server IP (1) Username
(1) Active (2) Active Directory Domain (2) Password
Directory (Domain Name, e.g., bgs10.com.tw) (3) Choose Authentication Domains

(3) Username

(2) NT Domain

(1) Server IP

(2) NT Domain Name

(Domain Name, e.g., testNTDomain)
(3) Username

(1) Username
(2) Password
(3) Choose Authentication Domains

(1) Server IP

(1) Username

(3) Radius (2) Server Password (2) Password
(3) Username (3) Choose Authentication Domains
(1) Server IP (1) Username
(2) LDAP BaseDN (2) Password

(4) LDAP (BaseDN, e.g., n=users,dc=bgs10,dc=com, dc=tw) | (3) Choose Authentication Domains
(3) Username
(1) Username (1) Username

(5) Local DB (2) Password (2) Password

(3) Choose Authentication Domains

In the authentication domain settings list, we list the setting parameters that the administrator has
to set up for the users and the parameters that users have to enter when accessing the web portal.

In the following paragraphs, we will introduce the protocol flows of each authentication domain, as

this will help you understand more about the authentication process.

Active Directory (UDP, port=88)

PC

BiGuard SSL VPN Device

Username , password

Kerberos AS-REQ

> (Version, Username , AD domain (bgs10.com.tw),
random number, encryption method, Server name, time)

Kerberos KRB-Error
(Version, time, usec, preauth-required)

+

Kerberos AS-REQ

(Version, Pre-auth value, Username , AD domain
(bgs10.com.tw), random number, encryption method,
Server name, time)

Kerberos AS-REP

(Version, Username , ticket, encrv-data)
200, OK .
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Active Directory is based on the UDP protocol and the service port number is 88. The above
diagram displays the protocol flow of Active Directory. The user from a remote site will have R
to enter the username and the password in order to log on to remote web portal. The
BiGuard SSL VPN appliance will then look up the username entry in the configuration. If the
username is found, the BiGuard SSL VPN appliance will send the username, configured
domain name, encryption method, random number, server name, and time to the Active
Directory server in Kerberos AS-REQ format. The Active Directory server will then reply with
a Kerberos KRB-Error message with version number, time, and preauth-required as the
parameters. The BiGuard SSL VPN appliances will send a Kerberos AS-REQ message with
the encrypted password and other parameters to Active Directory. The Active Directory will

reply with a Kerberos message with a ticket to indicate the access right of the user.

NT Domain (TCP, port=139)

BiGuard SSL VPN Device

Username , password Netbios Session Service
» (called name, calling name:SSLYVEXN)

Positive Session respronse
SME protocol request

SME protocol response (security mode)

SMB session setup request

*

SME session setup response (challenge:8)

SMB session setup 1'e:;uest (username, response:24, domain name)

SMB session setup response (accept)

SMEB tree connect request (server IP)

200, OK SMB tree connect response

-+

NT Domain is based on the TCP protocol and the service port number is 139. The above diagram
displays the protocol flow of NT Domain authentication. The NT Domain authentication is based

on SMB protocol on top of Netbios protocol.
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LDAP (TCP, port=389)

BiGuard SSL VPN Device Firewaly

=
- “(ALV port - LA‘-—\ port - - ..

Username , password

+

Bind Request
(version, DN:cn=test,cn=users,dc=bgs10,dc=com,dc=tw
Auth type, password:test , auth type:simple)

Bind result (result code: success)

Search request
(DN:cn=test,cn=users,dc=bhgs10,dc=com.dc=tw)

Search entry (user attribute)

Unbind Request
200, OK "

LDAP is based on the TCP protocol and the service port number is 389. The above diagram

displays the protocol flow of LDAP.

RADIUS (UDP, port=1812)

BiGuard SSL VPN Device

Username , password

Radius access request
(Username , encrypted password, 810 IP, ...)

-

Radius access accept
(hello, Username)

+

200, OK

RADIUS is based on the UDP protocol and the service port number is 1812. The above
diagram displays the protocol flow of RADIUS.

Set up Example

B Active Directory

Active Directory is only available with Windows server 2000/2003, and it can be found under Start
—Program Files—Administrative Tools—Active Directory Users and Computers. Before
proceeding to step1, the Active Directory server has to be installed on your server.
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Step 1: Set up a User Account on the Active Directory server:

AD Domain Name: adtest.com User name: test

-.f«; Active Directory Users and Computers

<5 File  Acton View Window Help
«»amiB|XEFIB 2 cRb LT

@ Active Directory Users and Computer | Users 20 objects

Saved Queries TR [ Type | Description
& € Administrator  User Built-in account for admini...
1 Builtin ﬁl:ert Publishers  Security Group ... Members of this group are...
i & Compgters mDHCP Admini... Security Group ... Members who have admini...
% Esg?;:::;::l!;::ﬂdpals ﬁDHCP Users Security Group ...  Members who have view-...
a P ﬁDnsAdmins Security Group ...  DMNS Administrators Group

ﬁDnsUpdahePr... Security Group ...  DMS dients who are permi...
ﬁDomain Admins  Security Group ... Designated administrators...
Domain Com... Security Group ...  All workstations and serve...
ﬁDomain Cont... Security Group ... All domain controllers in th...
!ﬁDomain Guests  Security Group ... All domain guests

ﬁEDomain Users  Security Group ...  All domain users

mEnterprise A... Security Group ... Designated administrators. ..
mGroup Policy ... Security Group ... Members in this group can...
%Guest User Builtin account for guest ...

ﬁHelpServices. .. Security Group ... Group for the Help and Su...
ﬁRAS and IAS ... Security Group ... Servers in this group can ...
ﬁSchema Admins  Security Group ... Designated administrators. ..

%SUPPORT_%. o User This is a vendor's account ...
!ﬁTeInetClients Security Group ...  Members of this group ha...
&

Step 2: Click SSL VPN — User Access — Authentication Domain.
Setup an Authentication Domain in the BiGuard SSL VPN appliances.

Status Authentication Domain

Quick Start Add Domain

Configuration Domain Mame |adtest

SSL VPN Authentication Type Active Directory M
User Access Server Address _192.158.1_100 .

Portal Layout Active Directory Domain fad.tés.t.com

Authentication Domain

Group / Application Apply

Account
Network Extender
Transport Extender
SSL Certificate
S5L VPN Portal
Logs & E-mail Alert
Save Config to FLASH

Domain Name: Input a name that will identify this Active Directory Domain.
Authentication Type: Please select Active Directory from the drop-down menu.
Server Address: Enter the Active Directory server IP address.

Active Directory Domain: Enter the Active Directory Domain name.
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Step 3: Click SSL VPN — User Access — Account

Quick Start
Configuration
S5L VPN
User Access
Portal Layout
Authentication Domain
Group / Application
Account
Network Extender
Transport Extender
S5L Certificate
SSL VPN Portal

Logs & E-mail Alert Applications This group has no application now.
Save Config to FLASH
Apply | | Cancel
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Add Account A

General Setting

User Name ‘test

= et V]

Inactivity Timeout B Minutes

Service
MNetwork Places
MNetwork Extender Senice
Transport Extender Senice
Weh Cache Cleaner
MNetwork Extender IP Assignment
Greeting String

Application Proxy

(® Enable O Disable

(® Enable O Disable

(OEnable ® Disable

(& Enable C Disable

() Dynamic Assign OFixIP 192166 1240 |
@ Default C Custom |E|:m

User Name: Enter a name that will identify this account in the Active Directory server.

Group: Please select adtest from the drop-down menu.

B NT Domain

Step 1: Click SSL VPN — User Access — Authentication Domain.

Setup an Authentication Domain in the BiGuard SSL VPN appliances.

Quick Start
Configuration
S5L VPN
User Access
Portal Layout

Authentication Domain

Group / Application

Account
Network Extender
Transport Extender
SSL Certificate
SSL VPN Portal
Logs & E-mail Alert
Save Config to FLASH

Authentication Domain
Add Domain

Domain Mame

Authentication Type

Server Address

NT Domain Name

|TestNTDOmain |
| NT Domain v
1192.168.1.100 |

Itestdomain |

Domain Name: Enter a name that will identify this NT Domain.

Authentication Type: Please select NT Domain from the drop-down menu.

Server Address: Enter the NT Domain server IP address.

NT Domain Name: Enter the NT Domain name.
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Step 2: Click SSL VPN — User Access — Account

Status Add Account
Quick Start General Setting

Configuration User Name st . ]
SSL VPN Group TestNTDomain

User Access Inactivity Timeout |5 Minutes

Portal Layout Service

Authentication Domain Network Places & Enable O Disable

Group / Application MNetwork Extender Service (® Enable O Disable

Account Transport Extender Senice (O Enable @ Disable
Network Extender Weh Cache Cleaner () Enable O Disable
Transport Extender Netwark Extender IP Assignment (3 Dynamic Assign O Fix IPE 192
SS5L Centificate Greeting String @ Default. O Cusiom |We!
S5L VPN Portal Application Proxy :

Logs & E-mail Alert Applications This group has no application now.

Save Config to FLASH
Apply | | Cancel

User Name: Enter a name that will identify this account in the NT Domain server.

Group: Please select TestNTDomain from the drop-down menu.

®m LDAP

Step 1: Click SSL VPN — User Access — Authentication Domain.
Setup an Authentication Domain in the BiGuard SSL VPN appliances.

Authentication Domain
Quick Start Add Domain
Configuration Domain Name ldap |
SSL VPN Authentication Type | LDAP M
User Access Server Address I192.158.1.1UU |
Portal Layout LDAP BaseDN icn=users_dc=bgs1[].dc=c:||
Authentication Domain
Group / Application
Account
Netwark Extender
Transport Extender
S5L Certificate
SSL VPN Portal

Logs & E-mail Alert
Save Config to FLASH

Domain Name: Enter a name that will identify this LDAP server.

Authentication Type: Please select LDAP from the drop-down menu.

Server Address: Enter the LDAP server IP address.

LDAP BaseDN: Enter the LDAP BaseDN. (Example used is cn=users, dc=bgs10, dc=com,
dc=tw)
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Status
Quick Start
Configuration
S5L VPN
User Access
Portal Layout

Authentication Domain

Group / Application

Account

Step 2: Click SSL VPN — User Access — Account

Three

Solutions

in One

Add Account
General Setting

User Name

Group

Inactivity Timeout
Service

MNetwork Places

Network Extender Service

Transport Extender Service

|test

Idap v

5

|Minutes

() Enable O Disable
() Enable O Disable
(O Enable & Disable

BILLION

BiGuard

Network Extender Web Cache Cleaner (3)Enable () Disable
Transport Extender MNetwork Extender IP , - TP
e . Assignment © Dynamic Assign O Fix IP| 122 167 1 24
SSL Certificate E ; e
e Greeting String (=) Default OCustom| elcome to SSLAPSEC |
= o Application Proxy
Logs & E-mail Alert
2, et O Applications This group has no application now.
Save Config to FLASH
Apply | | Cancel

User Name: Enter a name that will identify this account in the LDAP server.
Group: Please select Idap from the drop-down menu.

® RADIUS

RADIUS is available with Windows server 2000/2003 and Linux. In Windows, it can be found
under Start—Program Files—Administrative Tools—Internet Authentication Service. Before
setting up the RADIUS client and server, the IAS server has to be installed in your server.

RADIUS Server Settings

In the RADIUS server settings, you have to set up the RADIUS client IP address and Shared
secret. In this example, client IP address is 192.168.1.254 (BiGuard S10 IP address).

'__.- Internet Authenticotion Servioe
Bie  Action  View belp
e ORI XEE @
l_rlermtmﬂm\lmmserricetm] | Fricndly Moms |mm |m |qu
‘4 RADILS Cherds et 192,168.1.254 RALILS RADILIS Standsrd
o] Remote Acoess Logging
S Rewtn s ik iestpropeties Y
51 (2] Connection Reguast Processing |
B ot ang Using remobe sccess pobicies based on the chent vendor's
altrikate, spacily the vendor of the RADILS chert.
ClieriVendor [RADILIS Standstd =
[ Rmquest mist cortan the Mezages Auhenticator stibuts
Shated secret:
Comifirem thared secael:
T o
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RADIUS Router Settings

Step 1: Click SSL VPN — User Access — Authentication Domain.

Setup an Authentication Domain in the BiGuard SSL VPN appliances.

Three

Solutions

in One

BILLION

Status
Quick Start

Configuration

SSL VPN
User Access
Portal Layout
Authentication Domain
Group / Application
Account
MNetwork Extender
Transport Extender
SSL Certificate
S5L VPN Portal
Logs & E-mail Alert

Authentication Domain
Add Domain

Domain Mame
Authentication Type
Server Address
Secret Password

|radius

| RADIUS - CHAP

(192 168 1.100

123456789

Domain Name: Enter a name that will identify this RADIUS server.

Authentication Type: Please select RADIUS-CHAP /RADIUS-MSCHAP/ RADIUS-PAP

IRADIUS-MSCHAPV2 from the drop-down menu.
Server Address: Enter the RADIUS server IP address.
Secret Password: Enter the RADIUS Shared Secret.

BiGuard

NOTE: You have to enable the encryption setup in the RADIUS server in order to be compatible
with RADIUS-CHAP server settings.

Click Start—Program Files—Administrative Tools—Local Security Settings

When using RADIUS-CHAP, please enable Store passwords using reversible encryption

which can be found in Password Policy.

"Tii Local Security Settings

File Action ‘Yiew Help

= BmE| KR @

g Security Settings

=18 Account Policies

{8 Password Palicy
(18 account Lockout Palicy

- Local Policies
D Public Key Policies
“--[[1 software Restriction Palicies

‘g 1P Security Policies on Local Computer

Policy 7

| Security Setting I

EnFUrce password history

0 passwords remen..,

Maxlmurn password age 42 days
M\nimum password age 0 days
M\nlmum password length 0 characters
IFHTS o ™ L Lo Dicablod
Stnre passwords using reversible ...  Enabled
Store passwords using reversible encryption F ro _‘_’ ties. 2|
Local Security Setting
g Store pazawords uging reversible encryptbn
=X
“
" Disabled
ok I Cancel | Spply |
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BiGuard user registration: www.biguard.com
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