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BiGuard SSL VPN Security Gateway 

Single RDP 
1. Introduction 

• Single RDP (referred below as SRDP) 
• SRDP function: While using RDP function, it can restrict users to use only one 

application program at a time. Therefore, users are prohibited to perform any 
malicious program on the target computer to further safeguard the computer. 

• Instruction: While setting the RDP function, enter an additional set of parameters, 
which assign a path for a specified application program. If certain parameters are 
assigned to a certain target path, users will be restricted to use a specific 
application program only when using RDP function to log on to a computer. 

•  
2. Setting 
2-1 Logging on to the Router page as an administrator, select SSL VPN->User 
Access->Group / Application. Press Edit to access Edit Group configuration screen, 
and press Create to access Create Group configuration screen.  
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2-2 After the Edit Group configuration screen is accessed, press Add Application. 

 
 
2-3 Input the path of the target Application in the Application and Path field, and then 
click Apply. 
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2-4 After you return to the Edit Group configuration screen, you will find a new RDP 
Application has been added. Click Apply to confirm. 

 
 
 
2-5 Create a new user account next, select SSL VPN >> User Access >> Account. 
Press Create. 
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2-6 After entering the User Name and Password, you will find the new RDP 
Application created previously has been added to the User Application. 

 

 
3. Using SRDP function 
 
3-1 Log on to the Router page as a user. Click Connect to set up the RDP connection. 
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3-2 Enabling SRDP function 
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