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BiGuard SSL VPN Security Gateway

Single RDP

1. Introduction
¢ Single RDP (referred below as SRDP)
¢ SRDP function: While using RDP function, it can restrict users to use only one
application program at a time. Therefore, users are prohibited to perform any
malicious program on the target computer to further safeguard the computer.
¢ Instruction: While setting the RDP function, enter an additional set of parameters,
which assign a path for a specified application program. If certain parameters are
assigned to a certain target path, users will be restricted to use a specific
application program only when using RDP function to log on to a computer.
o
2. Setting
2-1 Logging on to the Router page as an administrator, select SSL VPN->User
Access->Group / Application. Press Edit to access Edit Group configuration screen,
and press Create to access Create Group configuration screen.

Group/Application
Group Table

MName Authentication Domain Daomain's Default Group Host Checking

BiGuard  BiGuard Yoo Disable
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2-2 After the Edit Group configuration screen is accessed, press Add Application.

Edit Group

General Settings

Group Marme BiGuard
Darmain BiGuard
Force Login " Enable © Dizahle
Inactivity Tirneout o Minutes
Hast Checking " Enable © Digahle
Service
Metwark Place & Enahle  Disable

& Enable © Dizahle Advanced Setting

Metwark Extender Service o :
I~ Standalone Application in32 Only)

Transport Extender Service &+ Enahle " Disable Advanced Setting

Web Cache Cleaner & Enahle " Disable

Sreeting String % Default © Custom |We|n:ume to SELAPSEC
Application Tahle Add Application B

MName Application IP Address f Path

[Motel To make application changes, press Apply.

Applyl Cancel |

2-3 Input the path of the target Application in the Application and Path field, and then

click Apply.
SSL VPN Application
Add Application
Application Mame |test
Application |Termina| Serice (ROP) j
IP Address/Daornain MNarme |192.158.1?.208
Screen Size lm
[ Drives
Local Device s
[" Printers
[T Smart Cards
Console Mode " Active
Single Sign On Function  Enable T Digahle

Application and Path

Apply || Cancel |

Inotepad.e}{e

°
BIGuard Technical Note — Single RDP



BILLION

2-4 After you return to the Edit Group configuration screen, you will find a new RDP
Application has been added. Click Apply to confirm.

Application Table Add Application (B
[arme Aaplication P Address S Path
test RDF 192.168.17.208 Editp Delete

FIatel TG make application changes, press Bpply.

Apply | Cancel |

2-5 Create a new user account next, select SSL VPN >> User Access >> Account.

Press Create.

Account
Account Tahle
MameQ Group
admin BiGuard Edit

Account
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2-6 After entering the User Name and Password, you will find the new RDP
Application created previously has been added to the User Application.

Liger Mame Jtest v Active

(Fraup Im

Password |""

Retype Passward [eeee

Frioritized Login " Enable  Disable

Inactivity Timeout |5 Minutes

Host Checking ¥ Active Advanced Setting
Service

Graup Setting ¥ Enable  Disable

Metwark Place % Enable T Disable

% Enabla © Disable Advanced Setting

Metwork Extendar Service o :
™ Standalone Application (Win32 Only)

Transport Extander Serice " Enable © Disable Advanced Setting
Web Cache Cleaner % Enable T Disable
Metwork Extender 1P

o & Dynamic Assign © Fix IP[152 165 1 240

B

Greeting String Default © Custam |Welcame to S5L WPM St

Application Proxy

Applications

Applyl Cancel |

3. Using SRDP function

3-1 Log on to the Router page as a user. Click Connect to set up the RDP connection.

BiGuard/S5-SSL VPN Starter,Pack

Bwvelcome to SSL PN Starter Pack, test.

Due to inactiity, your tion will ti it in 5 minut
v n
Network Extender 7~ Transport Extender ®= Network Place
Click the above Network Extender title to Click the above Transport Extender title to use Click the above Network Place title to use the
connect to the remote network. Keep your the service. [t creates an encrypted tunnel ta the service. [tis similar in style to Microsoft's familiar
hrowser open to maintain the connection. Ifyou carporate netwark, and you can access pre- Metwork Meighhorhood. It allows users to
reload your broweser, Metwork Extenderwill defined applications as ifyouwere on the browse network shares, rename, delete, retrieve,
disconnect and reconnect. corporate network. and upload files.
Application Name Host Address Service Connection

test 192168.17.208 RDP
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3-2 Enabling SRDP function

H#Hi#
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